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HR - Yes There is an App for that!
By Carol Wagar, CPA
Chief Financial Officer
EmSpring

For human resource (HR) profes-
sionals and people in the business 
of benefits, the influence of mobile 
apps on employee communica-
tions, retention and morale is be-
coming as significant as the internet 
has become on consumer purchas-
ing behavior. Many employers al-
ready use mobile apps to simplify 
functions such as payroll, time 
tracking, recruiting, talent man-
agement, and training. Newfound 
mobility and each new advance in 
human resource management sys-
tems (HRMS) are quickly making 

outsourcing these functions a thing 
of the past. 

This dramatic market change has 
been going on for a few years now, 
and some of our own clients are 
using mobile apps for scheduling 
purposes, allowing their employ-
ees to request time off or search 
and sign up for open shifts using 
their personal phones. So, employ-
ee self-service and online manage-
ment approvals are nothing new. 
“The technology from the major 
HR and payroll vendors has been 
around for a while,” states Jennifer 
Reed of the ProSential Group in 
Dallas, TX, “but many Americans 
don’t log into a computer at work 
every day. However, they do car-
ry mobile phones and tablets and 
know how to use them.” I believe 
the ubiquitous smartphone and the 
increasingly common use of mo-
bile apps in HR functions make 
it clear that it's time to go mobile. 
Our experience at EmSpring has 
shown me that it’s far easier to 
adopt and deploy than one might 
think. 

Mobile HR apps benefit employ-
ers and employees. Common HR 
recruitment functions that can be 
accomplished on your phone, iPad 
or other tablet computer include 

approving job requisitions, re-
viewing resumes, scheduling inter-
views, even evaluating candidates 
as you conduct the interview.  You 
have access to all the information 
regarding the job requirements at 
your fingertips. You can review the 
applicant’s resume, see other man-
ager’s notes regarding the candi-
date and post your hiring decision 
immediately.  In short, mobile ap-
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plications accelerate the onboard-
ing workflow.  

Employee management wins as 
well. For instance, performance 
reviews, instead of a static, once 
annual event, becomes an ongoing, 
year round process with managers 
providing feedback in real time.  
Functions often stuck in managers’ 
email boxes gain fluidity. Time off 
requests can be reviewed and time 
cards can be edited and approved 
from anywhere.  Goal tracking is 
easier with mobile applications 
that measure progress against 
stated HR goals and objectives.  
Promotions, hires, transfers and 
evaluations are tracked. Workforce 
trends can be graphed and reported 
on your tablet.  Even management 

meetings become more manage-
able, held remotely with no one 
actually at the office logging on to 
their computer, yet with all infor-
mation accessible to attendees.

For employees, the benefits are 
just as real.  In addition to sim-
plifying schedule adjustment re-
quests and reviews, they can view 
W-2s, benefit elections, Summary 
Plan Descriptions and even re-
quired HR training videos from 
any location.  For businesses with 
a dispersed work force, this kind 
of flexibility is essential.  Imag-
ine receiving employee expense 
reimbursement requests in real 
time, with receipts attached (via 
picture taken with their phone). 
Your sales force uploads reports 
and records immediately. All ac-
tivities that help assure that man-

agement and employees are “on 
the same page.”

Mobile HR improves HR self-
service. Much like consumers 
use apps for retail and banking 
transactions, they also increas-
ingly use them in their daily work 
life. Employees can use mobile 
HR apps to check health benefit 
balances, review claims, moni-
tor 401(k) transactions and bal-
ances – all without being tied to 
a desktop computer. Employees 
already expect relevant informa-
tion about their compensation 
packages and benefits to be read-
ily available. It’s natural to as-
sume they’ll look to their mobile 
devices first – managing sched-
ules and making benefit compari-
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Registered Nurses: Nursery Level IIIA 
(NICU) and L&D

(Gillette, WY)
Located in Northern Campbell County between the 
beautiful Black Hills of South Dakota and the majes-
tic Big Horn Mountains of Wyoming, Gillette’s Camp-
bell County Memorial Hospital is a 90 bed, DNV 
accredited facility offering a wide range of services. 
Nursery Levels II and III, Medical and Radiation On-
cology, Cardiac Rehab and Dialysis are just a few of 
the specialty services available. 

Nursery Level IIIA (NICU) RNs and Labor and Deliv-
ery RNs needed in busy Maternal Child unit, deliver-
ing between 850 and 1000 babies each year. 

The successful candidate must be licensed by the 
Wyoming State Board of Nursing.  RNs with a mini-
mum of two years experience in Nursery Level IIIA 
and L&D.  Sign-on bonus and relocation may be of-
fered for experienced candidates. 

We invite you to visit our website @
www.ccmh.net/jobs
Human Resources

Campbell County Memorial Hospital
P. O. Box 3011

Gillette, WY 82717
Phone: 307-688-1501 or 307-688-1504

Email: hr@ccmh.net
E.O.E.

Director of Diagnostic Imaging - 
Confluence Health

(Wenatchee, WA)

The Director will be responsible for the 
overall control and function of the Diagnos-
tic Imaging Services for all location of the 
Wenatchee Valley Medical Center and the 
Central Washington Hospital. These orga-
nizations are affiliating to form Confluence 
Health. The duties of this position include 
personnel management, policy decisions, 
budgeting, equipment purchase, planning 
and general management duties. Reqs a 
min of 10 yrs of clinical exp in one or more 
imaging modalities, min of 5 yrs of progres-
sive supervisory and management exp in 
a diagnostic imaging dept, completion of a 
course in radiologic technology approved 
by ARRT, current ARRT or ARDMS license. 
Please visit our website, www.wvmedical.
com, for a complete job description and to 
apply online.

Chief Financial Officer
(Moses Lake, WA)

Mission driven primary healthcare practice seeks 
a Chief Financial Officer responsible for devel-
oping, maintaining and supervising all financial 
related activities, including financial reporting, 
analysis and forecasting, preparation of federal 
and other grant budgets, and maintenance of the 
financial management systems.  The ideal candi-
date will work as an active and integral member 
of Moses Lake Community Health Center’s Ex-
ecutive Team.

Requires a Bachelors Degree in Accounting and 
a CPA license.

Excellent salary and comprehensive ben-
efits which include a 401(k) Plan with company 
match, and generous personal leave.

Moses Lake is a rapidly growing community 
boasting 300 days of sunshine per year. Excel-
lent schools, local college, parks and activities 
with easy access to recreational areas.  An easy 
drive to urban areas, live and work in the Pacific 
Northwest without the traffic, high cost of living 
and the rain!

For additional information, contact Colleen Ha-
zel, PHR at 509.764.6105/ chazel@mlchc.org. 
Visit our website: www.mlchc.org

Career Opportunities
 

To advertise call 425-577–1334 
Visit wahcnews.com to see all 

available jobs.



Medical data  

BReacHeS
affect millions of patients each year.

RepoRts show an alarming trend of frequent and 
large-scale health care records breaches. physicians 
Insurance Agency offers you protection for yourself 
or your organization against claims or fines from data 
breaches or cyber crimes.

You are at risk from: 
 simple negligence  Rogue employees
 Not encrypting sensitive data 
 outsourcing information technology
 Increased use of electronic databases  
that store vast amounts of information

cyBeR liaBility inSuRance
For comprehensive protection, purchase Cyber  
Liability insurance that provides you with coverage  
up to $1 million, and includes:

 Data Compromise Protection: the first response 
to a data breach which also includes legal and 
forensic Information technology review, customer 
notification, and credit monitoring costs.

 Third-Party Liability Coverage: protects your group 
against third-party claims alleging financial loss 
due to a network security or privacy breach.

cOntact Me!
Learn more about ways to protect 
yourself or your organization  
against claims or fines from  
data breaches or cyber crimes. 

Janet Jay  
(800) 962-1399 
janet@phyins.com | www.phyins.com

 Cyber Extortion: Covers expenses related to  
cyber extortion threats.

 Multimedia Insurance: protects against claims 
alleging libel/slander, copyright/trademark  
infringement, plagiarism, advertising, or  
unintentional breach of media contract arising  
from electronic or printed media.

 Network Asset Protection: provides the necessary 
coverage to recover and replace data that is  
compromised, damaged, lost, erased, or corrupted.

Therefore, you must protect:
 Billing information such as credit card numbers, 
addresses, and bank information 

 Insurance information  social security number 
 employee information
 Medical records
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son and enrollment decisions just 
as they do when shopping online. 
We’ve found they appreciate that 
convenience, plus, studies show 
that mobility engages employees. 
Read-only employee portals are no 
longer viable solutions. To prove 
the point, consultants often advise 
taking down static benefit websites 
and intranets as relics of the past 
that reflect poorly on organizations 
attempting to attract a younger and 
increasingly tech savvy workforce. 

Look for flexibility in mobile 
HR. Mobile HR is like putting 
your HR department handily in 
your employee’s pocket, easily 
accessible.  It provides an excel-
lent point of engagement and the 
convenience is astonishing. “The 
mobile HR tipping point came 
when technology vendors began 
removing compatibility barriers 
by developing simple, single-pur-
pose apps with cross-browser and 
cross-device compatibility,” states 
Joe Markland of HRT Advisors, 
Boston, MA. Markland, whose 
firm provides consulting advice 
and technology services for human 
resource departments across the 
country goes on to say that “em-
ployees are faced with too much 
information from which to make 
benefits decisions. Mobile apps 
that are focused, secure, branded 
to the employer and user-friendly 
make life easier for everyone. And 
they are now readily available.” 

There are many proprietary apps 
developed and distributed by in-
surers, administration firms and 
even brokers and advisors who as-
sist HR professionals and employ-
ees using their services. From As-
surant Benefits to AFLAC – they 

all have apps for their own poli-
cies. Yet the SaaS (software as a 
service) vendors take the prize for 
truly integrated platforms that al-
low the employer to own the envi-
ronment for their workforce, and 
the capabilities appear endless. 
ADP, bswift, Paychex, StrateX, 
Xtensia, Ultimate, and other ex-
cellent vendors offer mobile apps 
as part of their platforms. Recent-
ly, a CFO for a 600 employee or-
ganization asked on LinkedIn for 
HRMS vendor recommendations 
and received 103 unique respons-
es. The trick is to find the right one 
to meet your objectives while at 
the same time gaining future flex-
ibility and immediate return on 
investment. Fortunately, we are 
finding matches for clients from 
small CPA firms to large manufac-
turers and agricultural employers 
with widely varied workforces. 
Although, ADP still rules this mar-
ket space with their latest real time 
payroll service combined with 
Workforce Now features, there re-
ally are many viable vendors. For 
our own employee benefits advi-
sory and employer services firm, 
we selected Xtensia HR from 
Stratex and find it meets our needs 
perfectly. 

Choose a solution vs. a system. 
In going mobile, the first concern 
has to be security.  Employee in-
formation must be protected.  The 
second factor is flexibility.  If your 
workforce is not equipped with 
iPads, tablets or smart phones, or 
is technology shy, the benefit may 
not be apparent.  However, your 
HR department will still benefit 
from mobile technology regardless 
of workforce buy-in. One goal of 
going mobile with HR is to drive 
costs down, and management’s 
use of mobile HR will certainly do 

that.  The other achievable goals 
of going mobile include improved 
decision making with better and 
timelier information and increased 
employee retention and productiv-
ity.  So, before you start down the 
path of mobile HR, consider two 
things:

1. Don’t buy a system; buy a so-
lution to a problem. Staying 
ahead of the technology wars 
isn’t feasible, so go with your 
budget and buy a platform you 
can grow into.

2. Assure the service behind the 
solution is more than a sales-
person and a toll free number. 
Nothing is more frustrating than 
having a bike built for you that 
you and your employees don’t 
know how to ride and can’t get 
hands-on help to learn.

We’re helping clients every day 
determine the best technology for 
their employees and organization. 
Mobile HR is here and is a valu-
able tool. It’s convenient, it’s here 
and it works.

Carol Wagar, CPA, CCPS is Chief 
Financial Officer of EmSpring 
Corporation, an employee ben-
efits firm with emphasis on health 
insurance and self-funded medi-
cal plans, employee benefits, HRIS 
and payroll technology. Carol fre-
quently works with clients on their 
payroll implementations, bringing 
over 25 years of business, control-
ler, payroll and consulting experi-
ence to help optimize EmSpring’s 
employer service solutions. A 
certified public accountant since 
1983, she is also a financial liter-
acy presenter for the Washington 
State Society of Certified Public 
Accountants.



SEATTLE . TACOMA . PORTLAND and affi liated offi ces in SHANGHAI . BEIJING . HONG KONG Practicing law with greater resolve™

FOR MORE INFORMATION CONTACT MARY SPILLANE: 206.628.6656

EVERYONE BENEFITS 
FROM SOUND LEGAL ADVICE

OUR BREADTH OF EXPERIENCE keeps our clients focused on their 
mission—providing quality care to their patients. Serving health care clients for 
over 75 years, we provide sound and practical advice to health care professionals, 
clinics, and institutions in such areas as labor and employment, risk management, 
regulatory compliance and licensing, business transaction and litigation services. 

SERVICES

Feasibility Study

Master Planning

Programming

Architectural Design

Site Analysis

Facility Analysis

Design Development

Construction Oversight

FACILITIES

ASC Design

Sleep Lab Design

Multi-Practice Clinic

Specialty Clinic

Sole Practice Clinic

Medical Offi  ce Buildings

Fitness Center Design

Hospital Design

Hospital Remodel

Imaging / Radiology

ER / ICU Design

We are a diverse team of design professionals. Our talent and approach are geared

toward creating logical solutions for the complex needs of our healthcare clients.

taylor gregory broadway architects

21911 76th Ave W. Suite 210
Edmonds, WA 98026
T:  425.778.1530
F:  425.774.7803
www.tgbarchitects.com

Building Spaces for
Health and Healing
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Rush Expands Meridian Professional 
Center with New Oncology Suite

Rainier Hematology and Oncology Reception Area

By Nora Haile
Contributing Editor
Washington Healthcare News

Puyallup area residents have en-
joyed the convenience of qual-
ity medical and dental care in one 
location since 2009. When Rush 
completed the design/build project 
that is Meridian Professional Cen-
ter, they were answering a com-
munity need for more medical and 
dental office space, specifically 
in the South Hill area. The highly 
visible location was strategically 
placed to allow for easy access to 
Good Samaritan Hospital. The ini-
tial contemporary three-story brick 
and stucco structure featured med-
ical, dental and professional offic-
es, with ample parking for patients 
and staff. In July 2012, Rainier He-
matology and Oncology opened; a 
warm, comfort-
able environ-
ment for cancer 
and blood disor-
der patients that 
has broadened 
the healthcare 
service offer-
ings available in 
the Center and 
to South Sound 
residents. 

The new com-
mercial building 
housing Rainier 
Hematology and 
Oncology (RHO) 

at 2920 South Meridian has added 
a 6,959 sf clinic to the Center. Mike 
Desmarteau, a Principal Architect 
with Rush Companies, says the 
boost to the Meridian Professional 
Center is substantial, enhancing 
the number of healthcare industry 
facilities in the Center. The clinic, 
affiliated with Northwest Medi-
cal Specialties, houses 17 infusion 
chairs, 11 exam rooms, triage fa-
cilities, labs and consultation ar-
eas. Desmarteau talked about the 
design process for the tenant im-
provement project, “The primary 
objective was for RHO to examine 
exactly what they needed in the 
space, including how much room 
they needed to function optimally 
while giving patients space as well. 
A good patient flow was essential, 
particularly with a treatment area 

involved, so we worked with them 
to determine the best positioning 
of each functional area.” 

Using bubble diagrams, the team 
was able to look at the space as a 
whole, with sections sized accord-
ing to purpose. They settled on a 
flow that provided a separate staff 
area, had patient exam rooms ac-
cessible from the patient infusion 
area, and made sense for staff and 
provider workflow movement. 
Desmarteau explained, “Space 
needed to allow patient privacy and 
support multiple connections that 
let staff work smoothly without go-
ing out into the waiting area.” As 
the design process unfolded and 
called for adjustments, the design 
and construction team could read-
ily address the changes. “Because 

of how Rush is 
structured, the 
client didn’t have 
to worry about 
coordinating be-
tween design 
and construction 
teams. We’re 
everything in 
one package, so 
we can be more 
flexible and re-
sponsive.” That 
responsiveness 
was essential as 
the RHO team 
had an aggressive 
schedule. “We 
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bulldozed in January and they got 
the keys in June – it’s kind of amaz-
ing,” he acknowledged. 

In the Rainier Hematology and 
Oncology project, the Rush team 
used leading edge construction 
practices, including advanced wa-
ter and weatherproofing finishes 
(Exterior Insulation Finish Sys-
tems) that have proven so neces-
sary in the Pacific Northwest’s 
climate. The interior designer that 
RHO and Rush involved brought 
the outside in with warm, natural 
finishes such as wood, stonework 
and smoothly curved aspects. Said 
Desmarteau, “The palette that the 
interior designer chose was very 
soothing, friendly colors and earth 
tones.” He went on to describe the 
open bay with bright light from 
skylights as well as a wall-inset  
“fireplace” that provides ambi-
ent, flickering light in the lobby 
area, complimenting the stone sur-
rounds. Interspersed in the solid 
surfaces, glass tile reflects light, 
mimicking the daylight that pours 
in from skylights placed to guide 
sunlight into windowless staff and 
patient areas. Green features in-
clude automatic photocells that 
dim or turn off lights when the 
natural light is particularly bright, 
saving energy dollars and use. 
The use of rain gardens that send 
storm water run off from the roof 
to plants and soil that function as 
filters prevent water waste while 
providing a lush natural landscape.

The Meridian Professional Cen-
ter’s build-to-suit-to-lease options 
have provided medical, dental 
and professional organizations 
the opportunity to not only obtain 
space that fits their specific ser-
vice needs, but also to work with 
a single source for the project. 

Rush Companies’ organizational 
structure has meant that design, 
construction and property manage-
ment work easily hand in hand to 
address client requirements. The 
team approach has consistently 
demonstrated streamlined material 
selections and no-stress building 
modifications – making an often-
painful process, painless. 

As Desmarteau explained, the 
buildings and office suites of the 

Meridian Professional Center are 
just one example of how the design 
/ developer / property management 
company has been able to give its 
clients and partners good value. 
“We’ve taken this area from raw 
land to finished product, then we 
also manage the property,” he said. 
For Rainier Hematology and On-
cology, the result of that integrated 
process and teamwork has been 
epitomized in a beautiful clinic 
completed ahead of schedule.

Health Reimbursement Arrangements (HRA) | Health Savings Accounts (HSA)

Dan Fisher | Sue Ferrari | Kathy Rheaume | Carol Wagar, CPA | Ed Haines

No worries:
We know how they all fit.

Health Insurance 
Options and Advice from the  

Local Experts at EmSpring.

KIRKlAnD .......(425) 818-0726
218 Main Street

YAKImA .......... (509) 575-6497
3911 Castlevale Rd, Suite 109

SPoKAnE ....... (877) 550-0088
601 Main Street

WWW.EmSPRIng.Com

2
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First Choice Health Introduces New Care 
System Product
By Ken Hamm
President and CEO
First Choice Health

One of the big challenges that we 
continually hear about in healthcare 
is that the current fee-for-service 
(FFS) payment system leads to un-
necessary and over utilization of 
services.  There is a lot of discus-
sion about Accountable Care Or-
ganizations and more integrated 
approaches, but not much has been 
done in the commercial self in-
sured market. This is likely because 
claims are paid by the self insured 
employer and there are no premium 
dollars left over with which to re-
ward efficient providers.  

First Choice Health’s Approach

First Choice Health is a Seattle 

based provider owned company 
that operates a PPO network in the 
Pacific Northwest and Northern 
Rocky Mountain states with over 
60,000 contracted providers.  First 
Choice Health also provides Third 
Party Administration (TPA) servic-
es to self insured employers.  We 
decided to develop a TPA product 
that begins to move the payment 
system away from FFS by contract-
ing with a select group of organized 
Care Systems that are prepared to 
offer a more integrated and effi-
cient model of care.  Six systems 
are currently under contract:  The 
Everett Clinic, EvergreenHealth, 
MultiCare Health System, The 
Polyclinic, Overlake Hospital Med-
ical Center and Rockwood Health 
System in Spokane.  Discussions 
continue with several other systems 
and more will be contracted soon.

One of our goals in introducing this 
product is to pro-actively address 
the pitfalls of the FFS system.  Our 
goal is to start to change the current 
system.  This is a starting point on 
that journey and not the end point.  
Many of us have the scars from 
global capitation in the 90’s and are 
not ready to start there.  A critical 
principle is to keep this as simple as 
possible and leverage existing work 
already performed when at all pos-
sible.

The Care System product is a 

point-of-service product in which 
the member selects the Care Sys-
tem at the point of enrollment.  If 
the member receives their care 
within the Care System, they re-
ceive the highest benefit level.  
The broad First Choice Health 
PPO network is available, but if 
the provider is outside of the Care 
System, there is a lower benefit 
level.  The nice thing about this 
design is the Provider knows the 
member is assigned to them at the 
point of enrollment.  We believe 
this is a superior approach than in-
centives structured through a PPO 
with retrospective member attribu-
tion.  

Requirements to Participate

The Care Systems must have ad-
ditional service capability beyond 
what is normally reimbursed in the 
FFS system such as expanded ac-
cess through phone, e-mail and/or 
expanded hours of access.  There 
is a quality baseline to participate 
as a Care System that is based on 
the Puget Sound Health Alliance 
Community Checkup reports.  
This is part of the commitment to 
not re-invent the wheel but to use 
existing resources.  Groups outside 
of the Puget Sound area can pro-
vide their existing quality reports.  
There is also a minimum member-
ship level to be eligible for perfor-
mance bonuses.
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How it Works for Providers  

Providers continue to be paid on 
the standard FFS basis but also 
receive an additional per member 
per month fee to provide non-visit 
based and expanded services that 
are required to participate.  The per-
formance bonus is calculated based 
upon only two criteria:  hospital 
emergency room use and medical/
surgical admissions.  The actual 
utilization is compared to bench-
marks from the Milliman Health 
Cost Guidelines™.  Savings from 
utilization better than benchmark 
targets are split between the provid-
er and employer.  The benchmark 
targets are currently quite a bit 
lower than current utilization levels 
and a stretch target.  So the goal is 
to reduce unnecessary ER use and 
hospital admissions and to reward 
the Care Systems for doing this.

How it Works for Self Insured 
Employers    

For a self insured employer this 
product works similar to the existing 
FFS system with the addition of the 
per member per month management 
fee.  The final utilization is com-
pared to the targets after a 90-day 
run out period and if a Care System 
has earned a performance bonus, it 
is paid by the employer group.  Keep 
in mind a bonus is only paid after 
hitting the utilization targets and the 
savings are split 50/50 between the 
employer and Care System.

Advantages for Providers  

The primary advantage of the Care 
System product for providers is that 
the member selects the Care System, 
allowing the system to know the 
members they are responsible for.  
This starts to reward providers for 

reduced utilization in the self insured 
market.  To our knowledge, this is a 
new concept.  Obviously providers 
want to be rewarded for good per-
formance, whether the employers 
are fully insured or self insured.

Advantages for Employers  

Employers are able to offer to 
their employees a product featur-
ing integrated Care Systems that 
are working very hard to alter their 

practices to bend the cost trend. The 
performance bonus is only paid if 
the stretch targets are achieved and 
the savings are shared 50/50 be-
tween the employer and Care Sys-
tem.  We think it is a win-win and 
are rolling it out as an option for our 
employees this year.

For more information about the 
Care System product, please con-
tact First Choice Health at (800) 
257-1185 Ext. 2.

Acumen. Agility. Answers.

Certified Public Accountants | Business Consultants

www.mossadams.com/healthcare

In health care, success requires diligence and foresight—two 
qualities that will prove even more important in the days to come. 
As reforms take effect, will your organization be ready?

We’ve helped hospitals nationwide strengthen their financial 
operations. Discover how we can make a difference to yours.

When change moves you 
in a new direction, choose 
the right navigator. 
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Newly Released Protocols Provide 
Guidance for HIPAA Audit Program
By Casey Moriarty
Attorney
Miller Nash LLP

The 2009 HITECH Act mandated 
many changes to the HIPAA regu-
lations.  One such change requires 
the Office of Civil Rights (“OCR”) 
of the Department of Health and 
Human Services to conduct “pe-
riodic audits” on covered entities 
and business associates to ensure 
HIPAA compliance.  OCR’s stated 
goal for the audits is to help cov-
ered entities and business asso-
ciates improve compliance with 
the HIPAA Privacy and Security 
Rules.  In furtherance of this goal, 
OCR plans to share best practices 
for HIPAA compliance that are 
learned through the Audit Pro-
gram.  No fines will directly result 

from the HIPAA audits, but OCR 
could initiate a separate investiga-
tion based on the audit findings.  

OCR is currently conducting a pi-
lot audit of 150 randomly selected 
covered entities throughout the 
country, which OCR anticipates 
completing by the end of the year.  
Although the Audit Program is 
starting with a limited number of 
entities, the Program is expected to 
grow in the coming years.

In order to shed light on what 
covered entities and business as-
sociates can expect from a HIPAA 
audit, OCR released the official 
Audit Protocols on July 3, 2012.  
You can view the Protocols at: 
http://ocrnotifications.hhs.gov/
hipaa.html.

The Audit Protocols are divided 
into two sections: one section for 
the HIPAA Privacy Rule and one 
section for the HIPAA Security 
Rule.  There are 88 different pro-
tocols for the Privacy Rule and 77 
different protocols for the Security 
Rule.  Each protocol is taken di-
rectly from the text of the HIPAA 
regulations.  In analyzing the Au-
dit Protocols, covered entities and 
business associates should focus 
on the “Audit Procedures” part of 
each protocol.  The Audit Proce-
dures set forth the specific ques-

tions, requests, and other inquiries 
that OCR audit contractors must 
direct to audited entities.  For ex-
ample, in the “risk assessment” 
protocol for the HIPAA Security 
Rule, the Audit Procedures require 
contractors to “Inquire of manage-
ment as to whether formal or in-
formal policies or practices exist 
to conduct an accurate assessment 
of potential risks and vulnerabili-
ties to the confidentiality, integrity, 
and availability of [electronic pro-
tected health information].”

Covered entities and business as-
sociates should feel prepared for a 
HIPAA audit if they have policies, 
procedures, and answers for each of 
the inquiries and requests in the Au-
dit Procedures.  It is, of course, un-
derstandable if entities do not have 
the time and resources to analyze 
and prepare responses to the 165 
different protocols.  But here are a 
few compliance steps that will help 
covered entities and business asso-
ciates to prepare for a HIPAA audit.

Privacy Rule:

• Prepare policies for the proper 
use or disclosure of health in-
formation, including disclo-
sures for treatment, payment, 
healthcare operations, disclo-
sures under a valid patient au-
thorization, and disclosures 
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under other HIPAA exceptions 
(disclosures to law enforce-
ment, as required by law, etc.);

• Prepare policies for responding 
to patient requests for access, 
amendment, and accounting of 
disclosures of protected health 
information; 

• Prepare policies for compliance 
with the Breach Notification 
Rule of the HITECH Act;

• Review and evaluate compli-
ance with the business associ-
ate agreement requirements;

• Ensure that staff members who 
interact with health information 
receive adequate training for 
HIPAA compliance;

• Prepare policies and procedures 
for ensuring that the “minimum 
necessary” amount of protected 
health information is disclosed 
to accomplish an intended pur-
pose;

• Prepare a “sanction” policy 
for staff members who violate 
HIPAA;

• If applicable, ensure that the 
covered entity’s Notice of Pri-
vacy Practices is updated.

Security Rule:

• Perform annual risk assess-
ments, preferably with the as-
sistance of a third party, to 
detect HIPAA compliance vul-
nerabilities;

• Actively monitor access and 
use of systems containing pro-
tected health information;

• Develop a process to create a 
unique user name and pass-
word when granting access to a 
workforce member;

• Encrypt protected health infor-

mation whenever possible;

• Implement “role-based” access 
to protected health information 
based on individual roles or job 
duties, and actively monitor 
and modify such access;

• When possible, de-identify pro-
tected health information be-
fore sending it to third parties;

• Implement procedures to prop-
erly dispose of health informa-
tion;

• Create a contingency plan to 
respond to an emergency that 
damages systems containing 
electronic protected health in-
formation;

• Back up computer systems off-
site to ensure that retrievable 
exact copies of electronic pro-
tected health information are 
available;

INCONCLUSIVE
RESULTS

Choosing the wrong 
lab can mean more 
than lost time. Is it 
time for a second 
opinion about your 
pathology?

Patients matter.
Results matter.
Choice matters.
See why at cellnetix.com
or call (866)-236-8296

Please see> Protocols, page 15
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Desktop Virtualization at Seattle Children’s
By Wes Wright
SVP, Chief Information Officer 
Seattle Children’s

So, what’s all this talk about 
virtual desktops, the cloud, and 
something called BYOD?  Let me 
de-tech some of the talk you may 
have heard  from your IT folks.

Desktop virtualization is simply 
running a desktop operating sys-
tem (either Windows or Linux; 
Apple won’t let you) on a device 
other than the device it’s physical-
ly running on.  Essentially, think 
about it as a super long keyboard, 
mouse, and video monitor hooked 
up to a computer.  Why would you 
want to do that?  Let me explain 
the whys and hows that lead us to 
virtual desktops at Seattle Chil-
dren’s.

The number one reason Children’s 

started using virtual desktop inter-
face, or VDI, (that’s what we call 
it here) is/was for speed.  A couple 
of years ago, Children’s held a 
“patient safety day” during which 
staff reviewed policies, practices 
and procedures to identify ways 
to improve patient safety through-
out the hospital. Surprisingly, 
one of the issues that came out of 
that day was the speed of log on 
to a computer system, along with 
the ubiquity of devices.  Our an-
swer to this speed and ubiquity 
challenge was VDI.  With VDI, 
we were able to reduce  initial 
log on times to a reliable 43 sec-
onds; previously, initial log on 
took anywhere from two to ten 
minutes.  And with VDI, recon-
necting throughout the day now 
takes only 6 to 23 seconds. Be-
cause the hardware cost of VDI is 
so low (approximately $400), and 
maintenance almost non-existent, 
we were able to place a VDI de-
vice wherever a clinician thought 
they might need access.  Although 
we solved the initial problem of 
speed, we continue to work on 
shaving seconds off the time.  Our 
clinicians have become what we 
call “hyper-mobile,” with some 
folks moving to fifty or more dif-
ferent devices during one shift.  
With that many moves, saving a 
couple of seconds each time —  in 
addition to the estimated 45 min-
utes a day we’re saving in shorter 
log on times — allows our clini-
cians to spend more time caring 

for our patients and families.

But, it turns out that VDI is a gift 
that keeps on giving.  Because ev-
erything is in the “cloud” — which 
in my mind means anywhere not 
on the physical device you’re us-
ing — we’re able to provide the 
exact same desktop to our staff and 
clinicians anywhere in the world 
on any device that’s capable of in-
stalling Java — which is almost all 
devices.  Think about that a sec-
ond: any device, anywhere, at any 
time — perfect conditions for a 
“bring your own device” (BYOD) 
strategy.  If someone in your or-
ganization has a favorite type of 
device they use 90% of the time 
and only accesses corporate assets 
10% of the time, we now have the 
freedom to let them use whatever 
they’d like as their primary com-
puting device and just use VDI 
to access Seattle Children’s data.  
We’ve found this to be extreme-
ly helpful at Seattle Children’s 
Research Institute where a good 
number of our researchers need 
particular devices for specialized 
research-type programs, but still 
need access to corporate data.

You’re probably thinking that 
your “security folks” would never 
let you access corporate data us-
ing your own personal device.  
And, they absolutely shouldn’t 
let you do that, unless you’re us-

Please see> Desktop, page 15
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Back to the Future: New Plan Administrator 
Requirements Under Health Care Reform

By Jessica Rothe, MBA
Supervisor, Compliance Services
Healthcare Management Administrators

The Patient Protection and Afford-
able Care Act (“PPACA”) has cre-
ated new obligations regarding the 
information a Plan must provide 
to its enrollees, mandated the tim-
ing of notices to Plan participants 
of changes, and stipulated that Plan 
changes cannot be retroactive.  One 
new obligation enacted as part of 
PPACA is the Summary of Benefits 
and Coverage (“SBCs”) document 
that Plans must provide to help ed-
ucate their participants on the ben-
efits available to them. Plans are 
expected to provide a SBC(s) to all 
participants at specific times in the 
enrollment cycle and also annually 
with Plan renewal beginning with 
open enrollment periods that start 
on or after September 23, 2012.

The SBC is intended to provide a 
standardized, easy to understand 
document that consumers can uti-
lize to compare the benefits and 
coverage available under a Plan, 
and to provide them with gener-
alized illustrations of the out-of-
pocket costs that they might expect 
to pay under their coverage. While 
the SBC is intended to help em-
ployees make the most informed 
decision as possible on which Plan 
is right for them and their fami-

lies, the behind the scenes work 
and additional lead time required 
to prepare these documents is sub-
stantial. 

In theory, all a Plan needs to do is 
fill in the pertinent coverage and 
limitations “slots” on the SBC 
template provided by the Depart-
ment of Labor, determine how 
their Plan cost sharing require-
ments would be applied to the two 
specified coverage examples, and 
provide the SBC to participants 
when required by law.  However, 
in reality Plans will find that sig-
nificant lead-time is now required 
for design decisions and substan-
tial document management is now 
necessary. 

The regulations have a variety of 
timeframe requirements for distri-
bution of the SBCs (initial eligibil-
ity, special enrollments, open en-
rollment, at the start of a new Plan 
year and at any time upon request.) 
Each one of the required distri-
bution points has its own unique 
timeframe for providing the SBC.  
Plan administrators will need to 
review and update their processes 
to ensure that the Plan can issue an 
accurate SBC within the required 
timeframe. Tracking which ver-
sion of a SBC each participant 
receives is critical as there will be 

times when an SBC may need to 
be re-issued due to a change.  

Additionally, for employers who 
are located in areas with a high 
percentage of non-English speak-
ing residents, the Plan will have to 
maintain SBCs in languages other 
than English, requiring additional 
time and expense for document 
translation. Comprehensive track-
ing mechanisms and document 
management processes are es-
sential to maintaining compliance 
with the distribution requirements. 

Included in this new law is perhaps 
the biggest impact item of all - the 
new requirement that participants 
be provided sixty day advance no-
tice of any material modifications 
to the Plan before the change can 
take effect. A material modifica-
tion is defined as a benefit en-
hancement, a benefit reduction, or 
a more stringent requirement for 
receipt of benefits, such as impos-
ing a pre-authorization require-
ment; anything that is deemed to 
be a material modification must be 
implemented prospectively sixty 
days from the date notification was 
provided to participants. 

Furthermore, Plans are prohib-
ited from implementing a benefit 
change that is retroactive under 
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this law.  Corrections to Plan 
provisions must be implemented 
prospectively with sixty days ad-
vance notice, and cannot be ret-
roactively applied. This means 
that proactive planning is critical, 
as is ensuring that all changes or 
modifications are made and final-
ized well in advance of the sixty 
day notice requirement. Accord-
ingly, administrators will need to 
be diligent in reviewing their Plan 
designs for accuracy and ensur-
ing that all changes are fully and 
accurately addressed in the docu-
ments as well as making sure that 

the SBCs are updated accordingly. 

If Plan administrators embrace a 
proactive approach to Plan design 
modifications, and ensure that they 
have robust document manage-
ment processes in place that will 
now include the maintenance of 
the SBC(s), compliance with this 
part of the law will be easy.  Many 
TPAs are offering preparation of 
SBCs as a service to their clients, 
and Plan administrators will want 
to work closely with their consul-
tants or TPA to ensure successful 
implementation and maintenance 

of the new required documents. 
Meeting the timing and notice re-
quirements for material modifica-
tions may be more of a challenge. 
The days of reactionary Plan man-
agement are becoming a thing of 
the past, and dynamic proactive 
Plan management is the future.  
The time to plan is now! 

HMA currently administers over 
600 benefits plans and offers self-
insured employers a full comple-
ment of benefit products and ser-
vices. Contact: 800.869.7093, or 
proposals@accesstpa.com.

ing VDI or some type of virtual-
ization.  With virtualization that 
is configured properly, your cor-
porate data never actually leaves 
your corporate data center.  Re-
member, with VDI you’re using 
a super long keyboard and mouse 
to access a desktop that’s running 
somewhere else from which it ac-
cesses data that’s stored in your 
corporate “cloud.”  This means, 
you don’t have to worry about a 
device getting lost or a potential 
data breach if a device is lost.  All 
that data never even got onto that 
device; it stayed in the cloud in 
your corporation.  I’d like to be 
able to take credit for thinking 

through things and developing 
this strategy, but we just stumbled 
upon it.  Remember, our primary 
driver was speed of access for our 
clinicians.  This BYOD strategy 
was just a bonus.

We discovered additional bonuses 
using the VDI hardware.  As I said 
earlier, VDI devices are virtually 
maintenance free: they’re solid 
state; that is, they don’t have any 
moving parts whatsoever like a PC 
does.  Given that, they only use 
about a tenth of the power a PC 
uses.  So, with every PC we replace 
with a VDI, we save nine tenths of 
the power cost.  With more than 
3,500 VDI deployed, we’re start-
ing to save some real money that 

can be reinvested back into caring 
for our patients and their fami-
lies.  Because the VDI are solid 
state, they don’t make any noise 
either.  When we deployed a VDI 
device to each bedside last winter 
it really made a difference.  I can’t 
imagine a PC whirring and click-
ing throughout the evening as our 
patients and families tried to sleep.  
That may seem like a mundane 
feature, but it affects a critical fac-
tor in a patient’s recovery. 

That’s what VDI is and how and 
why Seattle Children’s is us-
ing it.  So, the next time your IT 
folks start talking about this stuff, 
you may just want to consider it.  
We’re glad we did.  

• Ensure that a “Privacy Officer” 
has been designated for the or-
ganization.

This list is not all-inclusive, but 
acting on these recommendations 
will help assist entities in respond-
ing to a HIPAA audit.  Even if 

OCR does not select your orga-
nization for an audit, focusing on 
HIPAA compliance will reduce the 
risk of a costly breach of protected 
health information.

Casey Moriarty is a healthcare at-
torney at Miller Nash LLP.  He can 
be reached at casey.moriarty@
millernash.com or 206.622.8484. 

Miller Nash is a multispecialty 
law firm with over 110 attorneys 
in offices in Seattle and Vancou-
ver, Washington, and Portland and 
central Oregon.  To learn more 
about Miller Nash, visit www.
millernash.com.  To read about 
new or proposed healthcare legal 
developments, visit our blog at 
www.healthlawinsights.com.
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