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Estimates indicate that close to 1 
in 5 hospitals have experienced an 
information breach in the past six 
months, and surveys suggest that 
1 in 23 individuals have been the 
victim of identity theft. Compro-
mised personal health information 
(PHI) is indeed a real risk, and 
thanks to increased public scrutiny 
and media attention—as well as 
direct legal, monetary, and reputa-
tional implications—PHI compli-
ance and security often top the list 
of IT projects for health care orga-
nizations.
Fortunately, administering an ef-
fective IT compliance program 
and enforcing PHI security do not 
have to be onerous when done in 

orchestration with other initia-
tives. The most progressive IT de-
partments are working carefully to 
coordinate EMR implementations, 
routine security audits, HIPAA and 
PCI compliance, Red Flag Rules 
privacy programs, disaster recov-
ery planning, quality control, and 
ITIL adoption, to name a few. By 
working on these various efforts 
in an organized manner, organiza-
tions can simultaneously address 
multiple risks, and do so in a more 
efficient and economical manner.
To address health information pri-
vacy, organizations should first 
consider the challenges. We can 
categorize these into three groups: 
consumer expectations, organiza-
tional and environmental factors, 
and technology. 
Consumer expectations can come 
in many forms, such as interoper-
ability, a high level of care, 24/7 
coverage, and zero tolerance for 
PHI exposure. 
Compounding factors from organi-
zational and environmental causes 
include balancing a vast number 
of specialties with a wide array of 
internal and external parties, re-
sponding to similar yet disparate 
regulatory requirements, overcom-
ing the absence of clear standards, 
staff resistance to change, and in-
vesting financial and staff resourc-
es wisely in light of restrictions.
Finally, technology constraints ap-

pear within fragmented and dispa-
rate systems, data housed in silos 
and data warehouses, lack of full 
integration, limitations on interop-
erability, and dissemination of data 
through mobile devices.
Implementation of an effective 
compliance and security program 
that protects the privacy of PHI 
must encompass the following:
•	 Data and threat identification
•	 Policies and procedures
•	 Employee training
•	 System security
•	 Compliance documentation
•	 Detection and reporting     

methodologies
While the development of a pri-
vacy program to protect PHI may 
originate with a subcommittee of 
the organization’s board, the ulti-
mate responsibility needs to rest 
at the top of the organization. This 
will establish appropriate expecta-
tions when it comes to PHI security 
and compliance. The board should 
appoint a privacy officer who ad-
ministers the compliance frame-
work and remains accountable for 
results. The privacy officer should 
serve as the first line of defense for 
supervising, monitoring, and stay-
ing well-versed in the many disci-
plines affecting compliance. 
To sufficiently identify relevant 
data and threats, the organization 
should brainstorm with other in-
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stitutions, consider possible threat 
domains, perform a risk and readi-
ness assessment, determine sys-
tem limitations, institute system 
controls where possible, and de-
velop compensating safeguards 
as needed. This process allows for 
the constructive development of 
policies and procedures that can 
be cross-referenced to the various 
regulatory requirements, support 
meaningful employee orientation 
programs, and become the founda-
tion for staff training content. With 
periodic updates, the documenta-
tion and training elements can be 
useful for developmental educa-
tion and ongoing awareness—and 
for effectively communicating the 
board’s expectations to the staff.
At the heart of protecting PHI is a 
thorough risk assessment. This en-
tails isolating at-risk data elements 
and systems, implementing strong 
security settings for user roles, 

instituting logical structures of 
protection to system records, and 
using logging features within sys-
tems. When automated controls are 
not available, organizations should 
develop manual procedures and 
controls to compensate for inherent 
system limitations. Interaction with 
peers will prove critical in jump-
starting this endeavor and avoiding 
having to reinvent the wheel.
Once effective compliance and se-
curity systems are in place, man-
agement must work collectively 
to provide sufficient staff aware-
ness around the program as well as 
streamline and centralize reporting 
so that identified issues are cap-
tured, triaged, and appropriately 
addressed. In larger organizations, 
this is often best done through co-
ordination between the IT, internal 
audit, and compliance teams. Giv-
en the need for transparency under 
many of the current regulations, 

organizations should ensure that 
identified breaches are properly 
addressed and reported through a 
controlled response plan, commu-
nicated to consumers for notifica-
tion purposes, and meet external 
reporting requirements.
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