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With all the discussion about this 
year’s federal healthcare legis-
lation, HIPAA Security compli-
ance issues may seem like old 
news.  Nonetheless, the list of 
substantial breach notifications 
posted on the  website of the De-
partment of Health and Human 
Services (HHS), Office of Civil 
Rights (OCR), along with devel-
opments in HIPAA enforcement 
and changes to NIST standards, 
demonstrates that securing pro-
tected health information (PHI) 
remains a worthy focus of risk-
management resources for insur-
ance entities, hospitals and health 
systems, and other organizations 

with large volumes of PHI.

Last year’s Health Information 
Technology for Economic and 
Clinical Health Act (HITECH) ini-
tiated a sea change in the enforce-
ment of privacy and security pro-
tections for PHI under the HIPAA.  
Under HITECH, covered entities 
and business associates must re-
port data breaches involving 500 or 
more unique individuals to HHS.  
HHS publishes these breaches on 
its website  and has stated that it 
will investigate all such reports.i  
A review of the current list of re-
ported breaches reveals that a sub-
stantial percentage of the nearly 
100 such events were reported by 
health plans (e.g., insurers, either 
for themselves or as business as-
sociates of employer plans, and 
public agencies) or hospitals and 
health systems.  HITECH grants 
HHS the authority to impose pen-
alties for violations under almost 
any circumstances, which makes it 
all the more surprising that many 
of these reports could have been 
avoided with better security tech-
nology or improvements in poli-
cies, procedures and training.

Fortunately for entities with large 
volumes of PHI, OCR has indicated 
that it will continue to use enforce-

ment discretion where appropriate.  
For example, a covered entity can 
assert an affirmative defense if the 
violation was not due to willful ne-
glect and was corrected within 30 
days of when it was or should have 
been discovered.ii    HHS also re-
tains the discretion to resolve 
“indications of noncompliance” 
by informal means and to enter 
into “Resolution Agreements” 
to involve indications of viola-
tions.iii  A Resolution Agreement 
generally includes payment of a 
resolution amount and incorpo-
rates a corrective action plan in-
volving oversight of compliance 
by HHS including approval of 
policies and procedures, improved 
training and other monitoring of 
implementation and compliance, 
usually for a period of three years.

HHS takes the position that the res-
olution amount is not a civil mon-
etary penalty, fine or other penalty, 
and that its informal processes are 
not subject oversight by an admin-
istrative law judge or other pro-
cess, so neither is a “get out of jail 
free” card. An organization enter-
ing into a Resolution Agreement 
must agree to extend the statute 
of limitations beyond the termina-
tion of the Resolution Agreement 
if it otherwise would expire during 
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that term of the agreement.  This 
effectively leaves the organization 
vulnerable to penalties for any un-
derlying noncompliance with the 
Privacy or Security Rules if the 
organization does not comply with 
the terms of the Resolution Agree-
ment.
Under these circumstances, the 
number of breaches involving 
more than 500 individuals report-
ed to HHS involving laptops and 
other portable data storage devices 
is surprising and suggests that em-
ployee mobility and remote access 
continue to be significant security 
challenges for organizations that 
maintain large volumes of health 
data. Our experience advising cli-
ents in data breach scenarios con-
firms this perspective and suggests 
other areas in which organizations 
could further reduce potential ex-
posure to substantial breaches 
and subsequent enforcement by 

reviewing their security posture, 
such as:
•	 Off-site data storage and data 

destruction vendors
•	 Software updates and security 

patches
•	 IT Help Desk personnel and 

procedures
•	 “Data at rest but in motion”—

mobile devices, portable stor-
age media, social networking

Those organizations that have im-
plemented, or are contemplating 
implementing encryption technol-
ogy to take advantage of the safe 
harbor under the Breach Notifica-
tion Ruleiv  also should note that 
some of the algorithms originally 
approved for compliance with the 
standards set forth in the HHS 2009 
Guidancev no longer will be ap-
proved as part of an overall increase 
in security strength requirements 
scheduled for 2011.vi   Unless HHS 

issues new guidance overriding the 
transition schedule for purposes of 
HIPAA compliance, organizations 
using encryption modules based 
on either algorithms with a secu-
rity strength below 112 bits will 
need to upgrade their technology 
prior to January 1, 2011.
Those considering investing in en-
cryption technology should ensure 
that the products they are consid-
ering include technology that will 
comply with the increased security 
strength requirements for valida-
tion under applicable publications 
from the National Institute for 
Standards in Technology (NIST) 
and  Federal Information Process-
ing Standard 140-2.  Failure to do 
so could result in unanticipated in-
teroperability problems with some 
systems (e.g., community EHRs, 
ePrescription programs); however, 
most importantly, interception of a 
transmission or unauthorized ac-
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cess to data encrypted with these 
technologies may well be the next 
wave of unexpected notification 
and reporting responsibilities, and 
possibly additional enforcement 
action by HHS.
Tony Miles is a Partner at Stoel 
Rives LLP who focuses his health-
care practice at the intersection of 
healthcare regulation and technol-
ogy.  He counsels providers and 
other health industry in corporate 
matters, strategic affiliations, tech-
nology development and services 
transactions, and data privacy and 
security issues involving health 
information technology.  Contact 
Tony at 206.386.7577 or armiles@
stoel.com.

This column is not to be consid-
ered legal advice or a legal opin-
ion on specific facts or circum-
stances.  The contents are intended 
for informational purposes only.  
If you need legal advice or a legal 
opinion, please consult with an at-
torney.
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